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License Agreement

NOTICE TO USER: THIS SOFTWARE PACKAGE IS A CONTRACT. BY INSTALLING THE
SOFTWARE YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.

1. Use of the Software. You may install and use the software only for the purpose
intended.
2. Copyright. You may not duplicate or copy the software or documentation, except that

you may make one backup copy of the software. All copies must bear copyright
notices contained in the original copy.

3. Limited Warranty. Axxess ldentification warrants that the software will perform
substantially in accordance with the printed documentation when correctly installed
on a properly configured computer for which it is intended. Axxess Identification
warrants the compact disc upon which this product is recorded to be free from defects
in materials and workmanship under normal use for a period of five years from the
date of purchase. During the warranty period Axxess ldentification will replace
compact discs, which prove to be defective.

4, Axxess Identification does not warrant and cannot warrant the performance or results
you obtain by using the software or documentation. In no event will Axxess
Identification be liable to you for any consequential, incidental or special damages.
For further warranty information, please contact Axxess ldentification.

AX200 Installation & User Guide i December 2009



www.axxessid.com

AXxess

Identification
Installation & User Guide
Contents
(70} 01 (=T I PP P PP PPPRPPPRPPPPPPPPPN 4
AX200 INSTAIALION  ...eiieeeiitee ettt e e e e st e e e e e e bbb a e e e e e e e e annneees 1
AX200 SOFIWANE SEEUD ....eeeeieiitiee ettt e st e st e s e b e e s e st e e e e anbr e e e e nnnnes 1
TCP/IP Configuration (Fixed IP AdAIrESS)  oooiiiiiiieiiiee et 3
IP Definitions Applicable to the AX200 ..o 4
Configuring AX200 on WAN / VPN TUNNEIS  ..eeiiiiiiiiiieee e 5
Configuring AX2 00 1O FUN @S @ SEIVICE  ooiiiuiiiiiiieee ettt e e e e e ettt e e e e e et etee e e e e e e e s nbeeeeeeeas 6
AX200 & 1-BOX CONNECHIONS  ..iiieiiiiiiiiieie ettt ettt e e e e e ettt e e e e e e e e s nbe e e ee e e e e snnneeeeees 7
(O LRI 0= T o] L= SRRSO 7
How to wire a Straight through RJ45 plug COIrrectly? .......c.ooviiiiiiiiiiiiiie e 7
How to wire a Crossover RJ45 plug COMECHY? ......oouuiiiiiiiiieiiieee e 8
I Way i-BOX /O CONNECHION ......veeeiiiiiiiee ettt ettt ettt e et e e e st e e e e snbneeeeanes 9
AX100i Wiring CONNECLION 10 1-BOX ...cceiiutiiieiiiiiee ittt 10
Sounder /Beacon for i-BOX (IC-ASB) ......cocuiiiiiiiiiie ittt 11
AX200 Expander Board CONNECLIONS .......ccooeeiiiiiiiisieice s 11
Breakglass Wiring AX200 ........coooiiiiii e, 12
Breakglass wiring AX50/AX100 .......ccooiiiiiii e, 13
AX200 SOFIWAIE ...teeeiiieeeiieieiiie it e et e e e e e sttt e e e e e e e st e beeeeeeeae s nsbetaeaeeeesaannteaeeeaeeeaeannneees 16
L@ 01T = 111 T IS Y251 (=] 0 0 PPt 16
Software INSLAIIAtION  ......eeeiiiieee e e e e as 16
Starting the AX200 SOMIWEAIE  ....eeeeiiiieiieeeeeeeeeeeee ettt e e e e e e e e e e eeeeees 19
LANQUAGE SEIECTION. ....ceiiiiiiiieiiitiie ettt e e e bt e et e e e e e sbn e e e e abneeeeane 20
e TS Vo] o I = L= 0 Y1 o = SRRSO 20
BACKUP & RESIOIE ... 21
EMail BACKUD SELHNGS ..uveeieiiiiiiee ittt e et e e sbn e e e ane 22
Standard Query Language (SQL) ..c.ooueeei ittt 23
Database Integrity CheCK ... 23
Communication between the AX200 Software and Controller.............ccccevviiiiiiiieienniiinns 23
Plug & Play DEVICES ... 24
Controller Status & CONLIOL  ..ouiiiee et 25
High Security Mode (HSM) ... 26
DOOK UNIOCK MOE.......eeieiiiiee ettt e et e e e e e e s e nee s 26
[ = 1= =1 (o I T 01 SRS 26
ON & OffliNE OPEIALION ...ttt e aeaeee s 27
Force Download & Clear CONIOIEN .........c.cevvieiiee e 27
PerformManCe ANAIYZET .........ooi ittt aae 27
LI 1 EST= T 10 g S T Y= o PSRRI 28
Wh o 0SS | N Ot LSt 29
Display FIlters ..o 30
Photo DisSplay ......cccooeeeeeeeeeeeee 30
L 01 1 PP OPPUPPPRPPTN 30
SAVE ON EXIL ...ttt ettt e e e e e e e e e e e e s e anb e e e e e e e e e aaanne 32
TESEWIZAN ...ttt e e e e e ettt e e e e e e e b bbb e et e e e e e e nbnbeeeaaae e s 32
(0T (o | o] [0 = ST P EPUT TR 36
= T IS L= 1TV [ PR UOUPRPPPPPPP 36
L0 T o N[0 41 0T PSR 37
IMPINE NUMDET L.t e e bt e e e e s nneeee s 37
=1 0T0](0)Y] 0 0= 0| O PR PR 37
DEPAMENT ... 37
AACCESS GIOUP .. s 37
(0= (o [ Y/ o1 SR UUPUPPPRPPTN 37

AX200 Installation & User Guide i December 2009



www.axxessid.com

AXxess

Identification

Installation & User Guide
LOF-1 (0 IS ] -1 (U PPNt 37
PiNCOUE ... 37
I LA TCTA o] [T PPPPPPPPPPPPNt 37
PROtO ... 39
PhotO ID ... 40
A @ PROTO ... aan 40
Capture Picture from CameEra..........uueeeieeiiiiiiiiiieee e s e e e e e s seeer e e e e s e snsrraeeeeeeesnnnnees 40
IMPOrt PIicture from File... ... e e 41
QL= 0] 0] = =SSP 41
Add NeW Card WIZAIA .......cooiiuiiiiiiiiiie ettt e s e e s nnba e e s nnnaeee s 41
Card Replacement WIZard...........c..uuiiriie i e e s s e e e e e e s s ssantreee e e e e e s nnnnnes 42
(O 1o [ 1= Yo [ 0TS 1o SRR 43
Y=Y 1 o] o PPNt 44
(O (o IO N =¥ s Tox i o o PPNt 45
Print Current Card DetailS...........cooooiiiiii 45
Database Fields per CardnOIder...........ooiiiiiiiiiii e 45
Main SettiNgS TaD .....eeiiii s 45
L@ 11 g 1T 1o (o T PP PUPPPPPPPPPPPPPPPIRt 46
EMPIOYET ... 47
MOdE SELHNGS ..o 47
High Security (Hi SEC)....cccoii i 48
Extended Door Open..Ti.me..(.Ext.0.d..D.o.o.r.).....48
Set High Security Mode (Set Hi SEC)....cccuviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeveee e aeaveeeeaaaaeaees 48
Y= A = L (o o U PPPPPPPPPPPPPPPPPRt 48
TN ZONB ..eeeiiiiiiteeeteiet ettt te e teeeeeseseteteteaesssssesesssssssesssssssssssssssssssssssssssssssnsnnsnsnsnnnnnnes 49
Personal INfo ... 49
V2= a1 o3 L= TN T (o 50
AccesS Point CoNfIQUIALION  .......uiiieiiiiiiiiiiiiii e nnnnnnes 51
ACCESS POINE SELHINGS. ....etieieiiiiie ettt e b e e e e e e seneas 51
ACCESS TABNLILY ... s 51
ACCESS POINT NGIME.....eiiiiiii ittt e e e s e bbb e e e e e s e eenbeeee s 51
DOOr COMMEBNES ... 51
DOOK REIECASE TIMIE ...ttt ettt e e e e e s e bbb e ee e e e e e s annees 52
Start-Up MOAE SELHNGS ....eeviiiiiiiiiiieiiieieeeee ettt e et e e e e eeeaaaeseeeeeeessaeseessseaseennes 52
Door Contact SEttiNgS.......ccooeei i 53
PIN SEHINGS ..ttt et e e st e e s e bt e e e et e e e e abe e e e enbeas 54
DEVICE Parameters........coooi i 54
(DY ot ] (o U o PP PP PPPPPO 55
(DY ToT I Y/ o1 PP PP PPPPPO 55
Hardware VEISION .......cooooiiiiie 55
Firmware VEISION .........ooooiiii 55
BatC NUMDET ...t e e e et e e e e e e e s aanees 55
Serial NUMDEr iN BAICK .......oiiiiiie e 55
Database Stamp ... 55
F Yo ol TSI € {0 1N o 1P SURPP 55
Creating @ NEW ACCESS JIOUP ...veiviieiiieeeeeeeeerereeeeeeeeeeeseseseerereeeeresserrererererrerrrrrrrrr. 56
(DY ToT 1Y =T g - Vo = PP UOUPRPPPPPPPN 57
F U (o] g g T Lol | Y= (U o PP PR 58
Device Status INdiCation ... 60
(DY 1ot ST 1 1] o PP 62
Fire alarm ... 63
L= L O1e] ol a=Tex i o] o HOTT PSP PPUPOPPPPPPPPPPPPRt 63
SYSTEM SEHINGS  .oiieeiiiiit ettt e e e r et et e e e s e et e e e e e e s 64
S 1 L= (o PPNt 64
JLIE= 5] B4V o 65
E-Mail FaCIliti®S ...ccceeeeeeeeeeee 66
E-Mail Unknown Format to AXXESS ID ..o 66

AX200 Installation & User Guide i December 2009



www.axxessid.com

AXxess

Identification

Installation & User Guide
(D] AV =Tl a1 (=T F= g o PRSP 67
COMPACE DALADASE .......oeiiiiiiie e 68
BACKUD SEEINGS ..ceeietiiiieiieeee ettt et s e e e e e nb e e e e 68
DAatabasSe RESIOME .......uuiiiiiiie ettt e e e e s ettt e e e e e e s s rbbbreeaaaeeeaaannees 68
EXPOIt CardNOIIEIS ......cooiiiiiieiiieee et e e e 68
IMPOIt CArdNOIUEIS ....ooiieiiee it 68
EXPOrt Photo ID TEMPIALES......cc.uviiiiieie ettt s e r e e e e e s s e e e e e e e s ennnes 68
IMPOrt Photo ID TEMPIALES .....uvvieiiee ettt e e s e e e e s nnrenee s 68
L Y= VIS Y=Yt 1] o SR 69
0| oY= Lod G PR TPPP 70
[ TTe (o =T o T U o Vo 1o L PRSPPI 70
LCT=T =T = LIRS T=Y 1 1] T SRR 71
Maximum PIN NUMDBEE 1~6 ...ttt e e e e e e st ee e e e e e s ennees 71
NUMDBEr Of LINES IN SCIEEN ...ttt ee e e e e e eneees 71
TranSaCHON SCrEEN PAUSE......cciiiiiiiiiiiiiiiie ettt e ettt e e e e e s s et ee e e e e e e e s anbnreeeeaaeeean 71
(1@ 11/ =0T o T 1 T=T o T | PSS RRRR 71
COM POrt RELIY TIMES. .ottt ettt e et e e e sabe e e e e aees 71
LiNK AlIVE REIIY TIMES .ottt s e e e e 72
FUNCLION SEHINGS ..o 72
(1@ 1Y I 0] ¢ A=Y 1] o PPNt 73
SNMP (Simple Network Management ProtoCol)  .....occiiiiiiiieiiiieeee e 74
HOW 10 SEL UP SNIMP ..ot e et e e e s e e eeaees 74
AdVANCEA SNIMP FEAUINES  ..uveiiiiiieieiiiiieiee e e e e ettt e e e e e et e e e e e e st eeaaeeesannnsbeeeeaeeeeannnnes 76
Multiple/Single Card FOIMAL ..........coiuiiiiiiiii e 77
Default ACCESS LEVEL ....oeeiiiiei ittt e e ee e e e e e e nannes 78
DefaUult TIME ZONE ...ttt e e e e s et e e e e e e s s es e eeaaeeesannnees 78
=] = LU ] RS PPRRRR 78
TRIFA PArty FilE.......eeeiiieie ettt e et e e e b e e e e anes 78
FOIMAL & SEALISTICS  ..veeieiieeiiiiiite ettt e e e ettt et e e e s e et e e e e e e aanbbabneeeeeeeaaans 78
L0 £ I 1Y/ o =N [ 1 0] 1 .4 =1 1o o PO PSPPIt 79
FaCility COUE ..o 79
L0 o I8 1Y/ =1 (o] 1 T PPt 80
Card Format Analyzer & Format Configuration.................ceeevvviiiiieiiiiiiieeiieiieeieeeeeeeveeeeeeeeenns 80
ST =Tol 01 VARST= 1] o SO PO U PPOTPPR 81
AdAING @ NEW USEI .. 81
Adding a New AUthOrSAtION GrOUP .........vuiiiiiiiiee ittt 82
T 010 1 £ SRSt 82
(O T o | aTo] (o =T =T 1= U PPRERR 84
(0= T o | aTo] (o [T I = -V USRI 84
[ o 1 PO PPPPPO 84
10 1SS 1= SRR 85
WVOTK SPEILL .. s 85
L] o 1=T =1 (0] £ T PSPPSR 85
ENVIFONMENTAL ..ottt e e e e e e s bbb ee e e e e e s annees 86
SYSIEIM SUMIMIATY e etttttiii ettt e e s e e e e e e e tab s e e e e e e ees b a e s e e e e eesbasnsaeaaees 86
L T 1 o3 QY AT PPt 86
L 1011 o PP PPPPPO 86
FOIMAL TYPES .. 86
)13 110 - o T PSR 87
L 1@ ) G PSPPSR 88
ENVIFONMENTAL ...ttt e e e e e sttt e e e e e e s e nbnbeeeeaaeeeaans 90
[ 2 1@ ) G === 11 1= 1= S 90
S Y=T Yo ST 1 1] T TP PP PUPRRPTIN 90
=g o 1 PP PPPTT 91
[ 1@ ) Qo= 1] o o E TP PPP PR 92
PDU (Power DiStribution UNI).........cooiioiiiiiiieii et 94
[ = 1 PR PUPPPRPPTN 94

AX200 Installation & User Guide i December 2009



www.axxessid.com

AXxess

Identification

Installation & User Guide
ST=] 01510 SN 97
Hardware ConNNECION DELAIIS ........u.iiiieiie ittt e e e et e e e e e e saa e eees 97
ST a0 STl 11] 0o L PP TP P PP PPPPPO 97
(0] F= L TR 98
PR 99
DUSE PartiCle SENSOK.......ccooeiiiieeeeeeeeeeeeee 101
MalNS PreSENt SENSOK ....cccee e 102
DTU (Data Transfer UNIL) ..ottt e e et e e e e e et eeeeeeaeas 104
(@] ol aT=Tox (19T I { o T=TH D 8 U SRR 104
Add a New DOOr USING @ DTU ....uuiiiiiiiiiiiiiiiiice et e s e e e e e e s rne e e e e e s e sanreaee s 106
Adding Card Formats USing @ DTU .......cccuiiiiiie et e e e 107
DTU StEP DY SEEP .ttt ettt ettt e skt e e s bt e e e e s nbr e e e s annneee s 107
DTU OPEIALION ....eeeiitiieeeiitieee ettt ettt ettt et e e s bt e e sk et e s bbbt e e sbbe e e e s bbb e e e s anbneeesannneee s 108
(D O D I [ Lo [To7= (o] ¢ T 108
Clearing the DT U .. ..ottt et e e e e e e anbe e e e e nneas 109
Removing the AX200 PrOgram ...ccccooioieie ettt 110
N (Y AT U 1 111
(R LET= 16 (<Y £ 112
Fingerprint Reader ... 112
(Ofo] ] aT=Toi 1T0] g [ D I=] v= 1] PRSPPI 112
ProxXimity REAUEIS ......cco e 116
How to connect the reader to the hOSt.........ccoooe i 116
Software CONFIGUIALION ........eeiiiiiiiee ittt e e sbreeeeanes 116
PN B R CET=T0 [T £ 118
(O 111 o TU L 1Y/ o1 OO P PP PPPTPPPPPN 118
(Oda] a1 [=Te 0] g B L= r= 11 TN 118
ProxXimity REQUESE 10 EXIt .......coiuuiiiiiiiiiie it 119
TECNNICAI DEIAIIS.....cceeeieeeeeee et e e e e e e e e s e e et e ereaans 119

AX200 Installation & User Guide i December 2009



www.axxessid.com

AXxess

Identification

Installation & User Guide

AX200 Installation

This Installation Guide details the initial setup and steps to get the AX200 software
operational. For further information and additional features please refer to the AX200 software
manual.

Complete software installation and TCP/IP configuration must be performed whilst logged into
Windows with full Windows Administration rights.

Recommended Hardware Specification

Processor : Intel Pentium 2.0 GHz (or equivalent) (Core 2 Duo Recommended)

Memory : 1GB of RAM (2GB Recommended)

Hard Disk : 2GB of Free Disk Space (dependant on size of database and amount of backups)
CDROM Drive

Screen Resolution : 1024x768

Operating System : Windows NT, 2000, XP Professional (SP2), Vista and Server 2003

COM Port if stand alone AX100 and AX150 are used

Ethernet Port

D Main Scicen
Fie Corfigusion Jods BepatHep

AX200 Software Setup
1. Install the AX200 software. Insert

the CD, if auto run is disabled then
click Start and select Run. Enter AX200
d:\setup.exe in the text box and Access Control System
click OK. (Note substitute the CD-
ROM drive letter in place of d)
Follow the on screen instructions to
complete the installation.

2. Ensure that the PC is connected to
the network and t
connected to the network but
powered off.

3. Ensure that the PC has a fixed IP
address.

4. Start the AX200 software and enter
the user name and password to
l ogin. The def dal
and the def aulot. pi
Allow the software to initialise.

5. Power up the first AX200 and the
AX100(s) connected to this
controller.

6. Click on the Access point button
located near the bottom left on the
screen.

7. Click on the last Tab Sheet labelled as Device Manager.
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8. Wait for approximately 10 seconds and the device manager will seek all of the

AX2006s connected to the network that are p
2

di splayed in red; previously configured
previously configured but not online will be displayed as Grey with a red cross)
Double click on the Red AX200.

9. Click onthe ? at the end
of the Server IP address. Access Paifit Configuration
The Server IP address [ = I ]
will fill in. On local area

networks (LAN) the R —
Device IP address and LS S
the Server IP address will .
match for the first 3

This P sddiess e free.

numbers (Segment

address) and the last
number will be unique to Cimm L ew
the AX200.

NS,
Bst| | ALBEE | E)cmhe s | - ManScmen | oo ot Cerbpat [[ Tepin Sominas || SIDE ENFLB 147m

10. Enter a name for the AX200 and an IP address for the device. To ensure that this IP
address is not already assigned click on the ? next to the device IP address. Do not
use an IP address that is already assigned as this will cause the system not to
operate correctly. Enter the subnet mask and if advised by the network administration
manager, enter the gateway IP address for this device.

11. Click on the download
button and confirm by
clicking yes. After
approximately 5 seconds
the AX100 add wizard
will appear.

Access Paint Configuration

System ound riw device wih paameters:
Devioa ID: 004287
Device

Gioup:
Dewios Type: ARKI2 - AK02:200

Fllsss selec Y o 5dd 5 reve device orselect Fieplace' o eplace & evislig
ane.

|
s A S EO |Mw.a.] (1M Scieen cubcesss Pt Co. | o, Tepo Setings [ New Devies Wiz . ||dSIAE ENF L% 753mm
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12. Click Add. Select the type of
reader (with or without PIN)
then click next. Enter a
suitable name for the door
location being added. Then
click OK. After a brief period
of time the add wizard will be
completed. Access point
specific settings such as lock
times, IN/Out configuration
may be set under Access
point / Access point. When a
new AX100 is added the
access point screen will be
displayed. Note if two
A X 1 0 0ré ®nnacted to
the AX200 after 15 seconds
the Add wizard will appear again for Device two to be added.

13. Close the TCP/IP settings screen and close the device manager screen or access
point screen.

14. From the main screen click on the cardholder button and add a card(s) When the
cardholder screen is exited the information will be downloaded to the relevant
controllers and the door will lock.

15. Power up the next AX200 to be added and repeat steps 6 T 13 until all controllers are
configured.

TCP/IP Configuration (Fixed IP Address)

Refer to this section if the PC does not have a fixed |IP address or for additional IP address
information.

To specify a fixed IP address

Click the Windows Start button then select setting and select control

panel. Double Click on the Network icon. In the components box scroll

down to TCP/IP Network card name and click on it. (On Windows XP
the control panel may be displayed directly
from the Windows Start button) Click on
Properties Button.

Select the IP Address Tab

Ensure that the system is set to specify an IP Address and that a

valid IP address is in the IP address box. (Note i most

organisations allow fixed IP address ranges, and a suitable IP

number is normally obtained from the network administration
manager) Enter a valid subnet mask address. Typically this is set to 255.255.255.0

Click OK or Apply.

Click OK to exit the network setup and close the system control panel window. If prompted to
reboot or to insert the Windows installation disk please follow the on-screen prompts.
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